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Introduction
This guide walks through setting up Enterprise Tester in IIS 6 and IIS 7 to use an SSL Server
Certificate (i.e. HTTPS).

What the guide covers:
o Generating a Self-signed certificate.
o Using the Self-signed certificate.

What it does not cover:
o Getting a 3rd party certificate authority to generate a certificate.
o Installing a 3rd party certificate.

For details on installing an existing certificate see here:
o IIS6 - http://support.microsoft.com/kb/299875.
o IIS7 - http://learn.iis.net/page.aspx/144/how-to-setup-ssl-on-iis-70/

Installation

Overview
In both IIS6 and IIS7 the general steps are:
o Generating a self-signed certificate.
o Associating the certificate with the website.
o Optional - Enforcing use of secure channel (i.e. only allow https traffic).



IIS 6

Generate Self Signed Certificate

To create a self signed certificate on IIS you must install the IIS6 resource kit, which can be
downloaded from here:

http://www.microsoft.com/downloads/details.aspx?FamilyID=56fc92ee-a71a-4c73-b628-
ade629c89499&displaylang=en

Installshield Wizard

Welcome to the InstallShield Wizard for the 115
6.0 Resource Kit Tools.

The InstallShield® Wizard will install the [15 6.0 Resource
Kit Tools on vour computer. To continue, click Mesxt.

Cancel |
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Once installed, launch the "SelfSsl" tool from Start -> All Programs -> IIS Resources ->
SelfSSL -> SelfSSL.
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A command prompt window will appear. A self signed certificate can be generated from here.
Enterprise Tester is normally associated with the default website, so in most cases a certificate
can be generated by issuing the command:

SelfssL

Microsoft (B> 2elfS8L Uersion 1.8
Copyright <C> 2083 Microsoft Corporation. All rights reserved.

Installs self-signed 55L certificate into IIS.
SELFSS8L [#T1 [#M:cnl] [/K:key sizel [/8:site id]l [-P:portl

T Adds the zelf-szigned certificate to "Trusted Certificates"
list. The local browser will trust the zelf—signed certificate
if this flag iz =s=pecified.

AM:cn Specifies the common name of the certificate. The computer
name is used if not specified.

<Kikey zize Specifiesz the key length. Default i=s 1824,

AU:ivalidity days Specifies the validity of the certificate. Default iz 7 days.

sBizite id Specifiezs the id of the site. Default iz 1 <Default Sitel.
Specifies the S58L port. Default is 443.

Quiet mode. You will not be prompted when S5L settings are
overwritten.

The default hehaviour iz equivalent with:

zelfzsl.exe /M:CHN=TEST-U2HK3-KB&t ~HK:1824 -U:7 ~5:1 /P:443

C:wProgram Files~II5 Resources~SelfS5L>




SelfSSL.exe

Note that this will create a certificate which expires by default after 7 days. The certificate
expiry can be changed to one year i.e. 365 days by using the following command line:

SelfSSL.exe /V:365

o SelfesL

C:~Program Files“IIS ResourcessSelfSS8L»*selfssl.exe ~U:365
Microzoft (H> SelfSEL Version 1.8
Copyright <C» 2003 Microsoft Corporation. All rights reserved.

Do you want to replace the 585L settings for site 1 <Y-H)?y
The self signed certificate was successfully assigned to site 1.

C:wProgram Files~II5% ResourcessSelfSS5Lx>_

Press "Y" when prompted to set or replace the certificate.
A self signed certificate should now be created.

Forcing use of HTTPS
The use of a secure channel (i.e. disabling HTTP) can be enforced by changing the Directory
Security options of the "EnterpriseTester" website in IIS.

Enforcing a secure channel is optional. To support both HTTP and HTTPS, omit the following
steps.

o Launch IIS Manager (Control Panel -> Administrative Tools -> Internet Information
Services (IIS) Manager.

o Locate the "EnterpriseTester" application (it should be under the "Default Website" site
node).

o Right click and select "Properties..." from the context menu.
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Click on the "Edit..." button.

Navigate to the "Directory Security" tab.
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o Click the "Require secure channel" check box, then click "OK" to save the changes to
these settings.

Testing
It is recommended that the secure channel is tested. Browse first to
"http://localhost/EnterpriseTester/" i.e. the unsecured URL.

You should an "access denied" page similar to this:



If_'.‘ The page must be viewed over a secure channel - Windows Internet Explorer

@; - |g, hitkp: /flocalhostEnterpriseTester fhome/

File Edit Miew Favarites Toaols  Help
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The page must be viewed over a secure channel

The page yvou are trying to access is secured with Secure Sockets Layer (55L).

Fleasze try the following:

e« Type https:// at the beginning of the address you are attempting to reach
and press ENTER.

HTTF Error 403.4 - Forbidden: S5L is required to view this resource.
Internet Information Services (11S)

Technical Information (for support persannel)

# Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 403.

# Open IIS Help, which is accessible in 115 Manager (inetmar), and =earch
for topics titled About Security, Secure Sockets Layer (SSL), and
About Custom Error Messages.

Now using https i.e. https://localhost/EnterpriseTester/, should now provide access to
Enterprise Tester.

Note: For self-signed certificates a "certificate warning" message in the browser may be
displayed. This is expected behavior for a self signed certificate. The best way to overcome this
issue is use a 3rd party certificate from a trusted Certificate Authority (CA) such as Verisign.

Another side-effect of using a self-signed certificate is that browser's address bar may show up
in red, as per the following screen shot:
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You have now completed configuring IIS6 and Enterprise Tester to use HTTPS/SSL.



https://localhost/EnterpriseTester/

I1S 7

These instructions apply to both IIS7 and IIS7.5 (as feature in Windows Server 2008r2 &

Windows 7)

Generate Self Signed certificate

Unlike 1IS6, IIS7 features in-built support for generating Self Signed Certificates.

o Go to Control Panel -> System & Security -> Administrative Tools -> Internet
Information Services (IIS) Manager.
o Click on the "server" node at the top of the tree on the left hand side.
o Click on the "Server Certificates" icon.
) Internet Information Services (IS) Manager =
’@C (@5 » ALEXDESKTOP » &= 5 @~
\ File View Help
i @] ALEXDESKTOP Home S
5 1\
47a e;i::::g?;(g:oszﬂNED» Filter: * i Go - FShow All | Group by: Area v Ll o IU‘l-nquervet
+-3) Sites ASP.NET o
4 @ Default Web Site = $ —_ = ) A
1 aspnet_client . % N ,5,154,,1 0 ‘)\) =] ab @ Stog
a ¥ EnterpriseTester NET NET NET Error NET NET Trust  Application Connection View Af
) App_Data Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings View Sit
bin E 2 = ) &l
¢ 5 B & B oo 2
1 Views Machine Key Pagesand  Providers  Session State SMTP E-mail W Export
@ NzNewCars Controls & impont .
s ® el
© : & =
A ?’EE) % cG1 é] ® )
ASP Authentic... Authorizat... CaGl Compression  Default Directory
Rules Document  Browsing
T - S . : 25 e S
D B & @ & o
Error Pages Failed FastCGl Handler HTTP HTTP P Address
Request Tra...  Settings Mappings Redirect Respon..  and Doma...
- . | e QA
. & H = Mo #» &
ISAPIand  ISAPIFilters  Logging MIME Types  Modules Output Request
' CGl Restri.., Caching Filtering
| [l 4 s
A &y
Server WebDAV Worker
Certificates | Authori... Processes
Management
Cinfigust.. Feshie  Shassd Vieb
Editor Delegation Configurat.,  Platfor...
o In the right hand column click on the "Create self-signed certificate..." link.
o Enter a "friendly name" for the certificate i.e. "Enterprise Tester".
o Click "OK".

Binding the Certificate to the Default Website
Click the "Default Website" node in the left hand tree.
Click on the "Bindings..." link on the right hand side.

O
)
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o Once the bindings dialog has opened, click the "Add" button.

o Inthe "add" dialog, select "https", then select the self-signed certificate you created

earlier.
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o Click "OK" to save your changes.

Forcing use of HTTPS
You now have HTTPS configured, but can still use unsecured HTTP connections.

To disable HTTP for Enterprise Tester all together follow these steps:
Click on the "EnterpriseTester" application node under "Default Website" in the left hand

tree.
o Click on the "SSL Settings" Icon.

o
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o The SSL Settings screen will be displayed.
o Click the "Require SSL" checkbox.
o Click the "Apply" link on the right hand side to save your changes.
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SSL Settings

This page lets you modify the S5L settings for the content of a Web site or application.
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Now, test the changes in the browser, first try browsing to "http://localhost/EnterpriseTester"
you should see an "Access denied" message, as below:
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€& -  C || ¥ http//localhost/EnterpriseTester/home/
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Server Error in Application "DEFAULT WEB SITE/ENTERPRISETESTER"

r Error Summary
HTTP Error 403.4 - Forbidden

The page you are trying to access is secured with Secure Sockets Layer (SSL).

r Detailed Error Information I

Module IIS Web Core
Notification BeginRequest

Handler Monorail-All
Error Code Ox80070005

Try accessing Enterprise Tester using https i.e. https://localhost/EnterpriseTester. Access to
Enterprise Tester should be success.

Note: When using a self-signed certificate that most browsers will display a warning to the user
- this is safe to ignore.
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Note: For self-signed certificates a "certificate warning" message may be displayed in the
browser - this is expected behavior for a self signed certificate, the best way to overcome this
issue is use a 3rd party certificate from a trusted Certificate Authority (CA) such as Verisign.
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