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1 Introduction

Welcome to Catch Limited’s Enterprise Tester, a web-based test management solution, which provides a world-first
integration with Enterprise Architect and JIRA, and other selected Defect Tracking systems. You can use Enterprise
Tester to plan, manage and execute the quality assurance testing of software.

This installation and configuration guide provides guidance and reference material to help you with the set up of
Enterprise Tester.

1.1 Enterprise Tester

Enterprise Tester is a fully integrated, web-based test management solution, which provides world-first integration
with Enterprise Architect and JIRA. Utilizing a unique transformation framework which facilitates traceability from UML
requirements to test cases and defects, Enterprise Tester enables your organization to improve test scripting and
management process while reducing software defects, project costs and timeframes.

Developed in conjunction with global experts in software innovation, test integration, and model engineering,
Enterprise Tester is a high-quality test management tool which can be purchased at a fraction of the cost of
comparable solutions.

Reduce Cost
Enterprise Tester's integration with Enterprise Architect and JIRA or TFS provides your business with a fully integrated,
end-to-end solution for only 10% of the cost of comparable solutions.

Save Time

Enterprise Tester supports the generation of test cases based on UML models, providing end-to-end traceability and
automatic model updates from any party within the software development team. Simple to use features make the
utilization of the tool extremely quick and efficient, while the storage and management of test scripts supports a more
efficient test process, allowing you to increase productivity by at least 4% on each software project your business
works on.

Increase Quality

Enterprise Tester facilitates ISO/CMMI compliant process implementation by providing industry standard processes
and templates automatically. Integration with JIRA allows the recording and management of defects found during
testing, these defects link to Enterprise Tester's script step record which can be traced back to the requirement being
tested, giving full end-to-end visibility of defects and their associated requirements.

1.2 Key Features
e Integration with Enterprise Architect, JIRA and TFS
e Real-time retrieval of test cases, scenarios and script headers from UML models
e Management and organization of test cycles and execution sets
e Cycle based testing and recording of results
e  Step-by-step script instruction and recording of associated results
e Storage, management and reusability of scripts
e Full end-to-end visibility of defects and associated requirements
e Versioning of all elements within the application
e Roll forward or rollback within historical copies
e Interconnectivity with external version control applications
e Baselines (snapshots) at a point in time for projects and packages
e Template structure for projects to provide reuse and minimize setup time

For further information about Enterprise Tester and associated products check out http://www.enterprisetester.com/
or contact sales@catchlimited.com.
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2 System Requirements

The following sections outline the system requirements.

2.1 Supported Operating Systems

Enterprise Tester is supported on the following operating systems:

e  Windows XP memory 1 gigabytes minimum, 2 gigabytes recommended
e  Windows Vista memory 2 gigabytes minimum, 3 gigabytes recommended
e Windows 7 memory 2 gigabytes minimum, 3 gigabytes recommended
e Windows Server 2003 memory 1 gigabytes minimum, 2 gigabytes recommended
e  Windows Server 2008 memory 2 gigabytes minimum, 3 gigabytes Recommended

Configurations using less memory than this may run but performance will be severely degraded.
While Windows XP/Vista/7 are supported we do not recommend these operating systems as a production platform.

2.2 Supported Browsers
The following browsers are compatible with Enterprise Tester:

e Chrome
e Safari
e  Firefox

e Internet Explorer 8
e Internet Explorer 9

We recommend a minimum screen resolution of 1280x1024 for best use of Enterprise Tester.

2.3 Supported Databases

Enterprise Tester supports a number of different database servers which can be used with the product, these are:

e  SQL Server

e  SQL Server Express
e MySQL

e Oracle10g/11g

e  PostgreSQL

2.4 Software Pre-requisites
The pre-requisites for installing Enterprise Tester are:

e [IS5.1 or later installed (versions for XP, Windows Server 2003 and Server 2008)
e The .Net Framework 4 installed
e If you install IS after the .Net Framework you will probably need to register ASP.Net for use with IIS

Note:  |IS/Enterprise Tester uses Port 80. Other applications that default to Port 80 including but not limited to Skype
and Collabnet’s Subversion will prevent IIS/Enterprise Tester from working correctly. To prevent conflicts,
please check your Port 80 connections and reconfigure all secondary application to use an alternative Port.
See “Appendix 1 - Other Configurations” for details.

If you wish to install using a Port other than 80, please use the Zip File Installer. Instructions on how to use the
installer are included with the Enterprise Tester download.

2.5 Additional Configuration
You may need to configure other components before Enterprise Tester will install or operate correctly. See “Appendix
1 - Other Configurations” before attempting to install or use Enterprise Tester

Enterprise Tester Version 4.1 — Installation and Configuration Guide
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3 Application Installation

Download Enterprise Tester from http://www.enterprisetester.com/

3.1

1.

NoukwnN

Installation Steps Using the SQL Express Database
Ensure the pre-requisites have already been installed and the various components configured, you can then download
and install the Enterprise Tester application.

Click on the download button and save the file.

Open the zip file and double click on the Windows Installer Package and select run.
Select ‘Next’ from the 1% screen displayed.

Accept the terms of the license and click ‘Next’.

Select the installation directory and click ‘Next’.

Then select ‘Install’.

Click ‘Finish’ to close the installer.

For Windows 7 and Windows Server 2008 R2 Installations
After the installation of ET is completed, but before you start ET for the first time, a small change must be made to the
application pool settings before the application will start cleanly.

To make the change:

1.

NoukwnN

Go to Start -> Control Panel -> Administrative Tools -> Internet Information Services (lIS)
Manager

Expand the server node in the left hand side tree

Click on "Application Pools"

Right click on "DefaultAppPool" and select "Advanced Settings..."

Locate the "Process Model" section.

Change the "Identity" from "ApplicationPoolldentity" to "NetworkService"

Click OK and OK again, to apply the changes.

You should now be able to start Enterprise Tester to complete installation successfully.

You can view Enterprise Tester by clicking ‘Start -> New Programs -> Enterprise Tester -> Enterprise Tester’

Note: SQL Server Express Database is limited to a maximum database size of 10gb, and limited to up to 1gb of memory
to be used by SQL Server and up to 1 CPU.

For larger installations such as 30 user and the 30+ user licenses, we recommend SQL Server 2008 R2 Database.

Enterprise Tester Version 4.1 — Installation and Configuration Guide
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3.2 Installation Steps Using Another Database Server
You can use the MSI to install the Enterprise Tester application while targeting a database on another server. Before
attempting to install Enterprise Tester for use with another database ensure that you follow the steps below.

3.2.1 Before Installing Enterprise Tester

Install the .Net Framework 4 on the server.

IIS 6 or 7 must be installed on the server.

Create an empty database on your SQL server.

Ensure that the user you intend Enterprise Tester to use when accessing the database has been given correct
permissions to create and remove tables, columns, indexes, constraints etc.

e A

Note: Do not run the setup.exe as this will install SQL Express Edition on the web server.

3.2.2 Installing Enterprise Tester Using the MSI
The following steps must be completed before you access the Enterprise Tester:

1. Install Enterprise Tester using the .msi file. This will create the required files for Enterprise Tester to run
2. Open the web.config file in notepad or a similar text editor.

By default this file is located:
c:\Program Files\Catch Limited\Enterprise Tester\Web\web.config

3. Locate the following section in the web config: <connectionStrings>
Change the connection string to point to the server that contains the database Enterprise Tester will use. See
Section 3.2.4 Example Connection String.

4. Save the web.config file.

For Windows 7 & Windows Server 2008 R2 Installations see the next section.

6. Access the Enterprise Tester site via Start -> All Programs -> Enterprise Tester -> Enterprise Tester.

u

There will be a small delay as the application creates all the tables in the target database, before starting the First-Use
Wizard which will guide you through adding a new organization, license etc. Once this has completed, you can access
Enterprise Tester and complete the initial setup. If an error occurs upon starting due to an incorrect connection string,
if you edit the web.config file it should then trigger the application to start again. Once restarted, refresh the page for
the Enterprise Tester website, and have it attempt to create all the tables again. If the error occurred for another
reason i.e. insufficient permissions, you will need to restart IIS / the default website, so you can attempt to run the
installation process again.

3.2.3 For Windows 7 and Windows Server 2008 R2 Installations

After the installation of ET is completed, but before you start ET for the first time, a small change must be made to the
application pool settings before the application will start cleanly.

To make the change:
1. Go to Start -> Control Panel -> Administrative Tools -> Internet Information Services (1IS) Manager
Expand the server node in the left hand side tree
Click on "Application Pools"
Right click on "DefaultAppPool" and select "Advanced Settings..."
Locate the "Process Model" section.
Change the "Identity" from "ApplicationPoolldentity" to "NetworkService"
Click OK and OK again, to apply the changes.

Noupkwn

You should now be able to start Enterprise Tester to complete installation successfully.
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3.2.4 Example Connection String
The following shows a typical connection string for MS SQL server. If you want to configure Enterprise Tester to use a
database called "EnterpriseTesterProd" on the SQL server with the host name "SQLCORPO01", using the SQL login
"etapp", and password "pasSwOrD1" you would use the following connection string ( without the line breaks):

<connectionStrings>
<add name="Default" connectionString="Data Source=SQLCORPO01;
Initial Catalog=EnterpriseTesterProd;MultipleActiveResultSets=true;

User Id=etapp;

Password=pasSwO0rD1;"/>
</connectionStrings>

For further detail on SQL server connections string you can refer to: http://www.connectionstrings.com/sql-server-

2008#p1

3.2.5 Database Engine Configuration

To change which database is being targeted, the web.config file must be edited, and at a minimum there are 3 options
which must be changed to support each database engine - as per the table below:

Database Product
MySQL

Oracle 10g/11g
PostgreSQL

SQLServer 2005
(and above)

SQLServer Express
2005 (and above)

Migrator Provider

Migrator.Providers.Mysql.My
sqlDialect

Migrator.Providers.Oracle.Ora
cleDialect
Migrator.Providers.PostgreSQ
L.PostgreSQL82Dialect
Migrator.Providers.SqglServer.
SqlServer2005Dialect

Migrator.Providers.SqlServer.
SqlServer2005Dialect

NHibernate Driver

NHibernate.Driver.MySqlData
Driver

NHibernate.Driver.OracleData
ClientDriver
NHibernate.Driver.NpgsqlDriv
er
NHibernate.Driver.SqglClientDr
iver

NHibernate.Driver.SqlClientDr
iver

NHibernate Dialect

EnterpriseTester.Core.Dial
ects.MySqlDialectEx,
EnterpriseTester.Core
NHibernate.Dialect.Oracle
10gDialect
NHibernate.Dialect.Postgr
eSQL82Dialect
EnterpriseTester.Core.Dial
ects.MsSql2005DialectEx,
EnterpriseTester.Core
EnterpriseTester.Core.Dial
ects.MsSql2005DialectEx,
EnterpriseTester.Core

Each database also uses a slightly different connection string format - the http://connectionstrings.com/ website

provides useful details of each connection string format.

Database Product
Oracle

PostgreSQL *

SQL Server Express (user-
attached database)

SQL Server (Integrated Security)

SQL Server (SQL
username/password)

*Configuring application to use a PostgreSQL database.

Example Connection String

User ID=SYSTEM;Password=password;Data Source=192.168.1.232:1521/orcl

192.168.1.232;Port=5432;Database=etest;User
Id=postgres;Password=Password123;Timeout=60;CommandTimeout=120;

Data Source=.\SQLExpress;AttachDbFilename=C:\Program Files (x86)\Catch
Limited\Enterprise Tests\Data\EnterpriseTester.mdf;Initial
Catalog=EnterpriseTester;Trusted_Connection=Yes;

Security=True;

Data Source=.\SQLExpress;Initial Catalog=EnterpriseTester;Integrated

Data Source=dbserver;lnitial Catalog=EnterpriseTester;User
Id=etuser;Password=etpass;

Before beginning, make sure you have a version of PostgreSQL that supports a column type of "uuid" (normally version
8.3 and later) as this is required by Enterprise Tester.

Enterprise Tester Version 4.1 — Installation and Configuration Guide
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Oracle Database Configuration Notes when using Windows Server 2008r2

Enterprise Tester comes complete with Oracle 11 ODP.Net 32bit drivers.

If you are using Windows Server 2008r2, a 64bit application pool (Windows Server 2008r2 is 64bit) within IIS will
prevent the Oracle drivers from loading. From the 1IS Manager, you will need to enable the 32 Bit Applications.
To do this:

e Go to Control Panel -> Administrative Tools -> Internet Information Services (IIS) Manager.

e On the left hand side select Application Pools.

e  Click on the Application Pool being used by Enterprise Tester (this will normally be "DefaultAppPool" or
"EnterpriseTester").

e Select on the right-hand side "Actions" panel "Advanced Settings...".

In the general section of "Advanced Settings" change "Enable 32-Bit Applications" from "False" to "True".

If that does not work, or if you wish to keep using a 64bit application pool, your other options may be to download the
64-bit version of the Oracle data Access Components (including ODP.Net, which Enterprise Tester uses) from here:

http://www.oracle.com/technetwork/database/windows/downloads/index-090165.html

And then copying these files from the Xcopy zip file:
\ODAC112021Xcopy_x64\odp.net20\odp.net\bin\2.x\Oracle.DataAccess.dll
\ODAC112021Xcopy_x64\odp.net20\bin\OraOps1iw.dll
\ODAC112021Xcopy_x64\instantclient_11_2\oci.dll
\ODAC112021Xcopy_x64\instantclient_11_2\oraociicus11.dll

And place them into your Enterprise Tester installation bin folder:
c:\Program Files (x86)\Catch Limited\Enterprise Tester\Web\bin\

Alternatively you can delete the Oracle.DataAccess.dll file from the Enterprise Tester installation bin folder, and then
register the ODP.Net driver in the GAC (Global Assembly Cache).

To do so you can unzip the xcopy file into a folder, then run the following command:
install.bat odp.net2 c:\oracle odac

(see the readme.txt in the root of the ODP.Net xcopy zip file for further details).

Enterprise Tester Version 4.1 — Installation and Configuration Guide
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3.3 Initial Configuration

Before you can use the application you will need to create an organization and administrative user. You will be
prompted to create the organization and user the first time that you launch the application.

Step1of3
You will be requested to supply the organization details for the installation.

o=
S € interprise
s L
@ Welcome to the installstion wizard, before you can begin using Enterprise Tester you must complete a few basic setup tasks,

Step 1 of 3: Please enter the details of the organisation that will use Enterprize Tester and click save to proceed to step 2,

Add Organisation
Mame = XYZ Limited
Industry Type: | KYZ Type
Short Deseription: | XYZ Limited chort description

Long Description: | ¥YZ Limited long description

Save

Supply the name of your organization and other optional information and click on ‘Save’.

Step 2 of 3

You will now be requested to supply the default Administrative user for the installation.

_ 'e:_":_-nterprise

() Step 2 of 3: Please provide the details for the administrative user, this will be the user account you use to access Enterprise Tester with for the first time. Once all details are entered click save to proceed to step 3,

Add Administrative User
Usemname ™ Administrator
First Name:  John
Last Mame:  Smith
Email*: | john.smithdweyz.co.nz
Phone: | 012345 67650

Password™ | sssssssssssss

Confirm Password =

" ave
Supply the Name, Email and Password for the administrative user and click on ‘Save’.

Note: You will need to use this Account/Password to log onto the system.

Enterprise Tester Version 4.1 — Installation and Configuration Guide
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Step 3 of 3

You will now be required to supply the License Text for the installation.

£\ :
@nterpnse

@ Step 3 of 3: Please copy and paste the license key for enterprise tester into the provided text area and click save to complete the setup wizard.
If you are evaluating Enterprise Tester you can obtain a free 30 day trial license from the Enterprise Tester website here.

Set License
Server Key: HIS2-62RK-LM57-DATQ (Enterprise Tester sales & support may ask for this Key)
License Text:

To do this copy the server key as listed on the screen and click on the link to the Enterprise Tester web site.

You will then have access to the License Generator.

4 € \nterprise
\ =g

Les ter

Home Product Information Demos Purchase HNews & Press Partners Contact Us

User Home

User Home

License Management

Click on Generate License. You will be requested to supply the Server Key (as previously copied), paste this into the
License Generator form and click on the button to generate the license.

Enterprise Tester Version 4.1 — Installation and Configuration Guide
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22 February 2012

£ :
@nterpnse

tester

Licenses

Home Product Information Demos Purchase HNews & Press Partners Contact Us

Product Generated Server Key Expires

-

Enterprise Tester - Trial 2008-12-16 HIS2-62RK-LM57-DATQ

HesIARARRAAZACZ SB2 AcSZY LA 9tynt/SVVKL+B00QiAYBMKZ JBAZ0ZB1M3m
kuwdaUc)iKasqueplVneVdZhZAz0Zdvefea++999577733uIudTAL33/8/XKG2k
AWz2zkrayZ4hgKrIHz9+£B8/IXEQSKRAL/my/arJé+az+7/wdD1lTmrXK5Z2v3
Tu733t3b2Xm¥7uwldv/dwufENFE24e+UK382£TDZ2893Hmzmé¥YPEveneSn2
JH/weZaD2d4szB53HpWE3DPe3lyvEs/elZVH/sIvamlZoacs0c03dERTIg5Y
rBdflhfZaniyrqiWzWe 7SuOKdIXT+bTFI36L206ydipPn7ezX0gtZutptydb
5J+dUc£1qid4Ij7yhK3/ hy3UInHdNzr3v7e3dEYDeDSLd/UL3Pnl0/SNE+DQY
L/Mac/z22eud70/3Xv1e284/uP9g++numb/4hUlxsczadZl /deJ+9ex3C384
@3FycbXzedP203cf/KIZARY /+qQuzuésbisivvglgxc/eW//p3+€3J383159
Emby+rvif£6d7/2z0L/xBQEBNPTV7 /badinxviflefvKZug+/e3W+ L/ xéwimn
T37qwUBIELCE/ /LbEySeFZB326++/VPnBI/SEWVZTweHE79a/T7n07tvw33/
91n/ccNEdHgd/CE3j4c//fucTXZez2dEPNk/2T1Y¥vChezLéa/ETv /132y
SPOxr/bOLHE/ 9/ ASp0 TREPAQAA

The above block of text is your license, select the entire biock of text and copy and
paste it into the apply license textbox of the product and click Save to instal it.

Once the License Text is displayed copy this from the License Generator into the Enterprise Tester License Text field

and click on ‘Save’.

Ererrs &,

| Q Step 3 of 3: Please copy and paste the license key for enterprise tester into the provided text area and click save to complete the setup wizard.
If you are evaluating Enterprise Tester you can obtain a free 30 day trial license from the Enterprise Tester website here.

Set License
server Key: HIS2-62RK-LM57-DATQ (Enterprise Tester sales & support may ask for ths Key)

License Text: | H4SIAAAAAAAEAO29B2ACSZYDi9tynt/SvVK1+B00QiA YBMK2JBAEOQZBM3m
kuwdaUgKasqgcplVmVdZhZAz02dvPfee++999577733ujud Tif33/8/XGZk
AW222 haKrTH29+fB8/ ¥ d1/my/ari6+az+7/wdDI7meX5Zzv3
| 7u753t3b2XmY7uwB4v/OwufFNF82 +e+VX382fTDZ2893Hmefm+YPtvenedn2
| JH/w6faD2d452853Hpwi3DPt31yvBs/e IEVW/slvsmLZ5stsOc03dfRFIQSY
| rBaf1hfZsmiytqiWzVWe75uOXdiXT+b TF)36L206ydjpPn7ezX0gtZutp+ylb
| 5J+duof1g]7yhX3/hy3uUSnwWdnzr3v7t3dfYDeDILA/UF3PN10/9Nf+Dav
| L/Ma0/222eu97U/3Xv1 228+/uP9g++nxm5/4hU1xsczadZ1 /dt]+9er30i84
| e3FycoXz6dP803tF/KIfdH7/ +aQuzu69biS2vvalgxc/eW//p3+63138309
| 8mby+rviff6d7/z0L/rBq! 7V7/badfnrvafiefuX2u8+/e3W+f/
| 737QWUBOFLOG//LbFy0eFZ83s6++/VPNBS/O6\WV27weHr793/ T7n07tw23/
| 91n/0oNfdHaS/ 063j+¢//fuc TXZez2dfPNK/ 2 TIYvChel6af/ETv/AL32fy
‘ 8POr/bOLH/S/ABpOFRDPAQAA

You will have now licensed the installation and you are ready to logon to Enterprise Tester.
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4 Authentication Configuration

Enterprise Tester supports plug-in-based authentication. This allows for authentication against alternative
user/password stores, authentication against multiple sources of user information (to support scenarios where some
users may be in Active Directory) and support for single sign-on scenarios (currently Atlassian’s Crowd ONLY). Note:
users will still need to be created in Enterprise Tester to match the users in AD or Crowd using the same username
and password.

4.1 Supported Methods

Out of the box, the following authentication methods are supported:

e Crowd used for authenticating against an Atlassian Crowd server

e Enterprise Tester Database used for authenticating against the local list of user names and passwords

e LDAP Source used for authenticating against LDAP sources other than Active Directory

e Machine Source used for authenticating against Active Directory, local machine sources or an AD

LDS file - this leverage's the PrincipalContext class of the .Net Framework

4.2 Adding Methods

Authentication is managed via a single screen which you can get to via the ‘Admin’ tab, by right clicking on the
configuration node and selecting ‘Configure Authentication’.

e Toadd a method, click the ‘Add’ button then enter a name for the connection (Note: Currently editing of the
connection name after creation is not supported) and select the method type.
e Once you click ‘OK’, the list of methods will refresh to include the new method.

e After creation the method is disabled, you must first configure the method, and then enable it, before it will be
used.

4.3 Configuring Methods
4.3.1 Crowd

Identifying the Application

To use Crowd with Enterprise Tester you must configure a new application in Crowd, which will represent Enterprise
Tester - see the Crowd user manual for details. Once the Crowd application has been added via the Crowd console you
should see it in the list of applications (by clicking the ‘Applications’ tab):

X CROWD

Applications Groups Directories Administration

Search Applications Application Browser
Add Application
Mame : Active - | All Results per Page : 100 Iz‘ [ Search ] [ Reset
Name Description Action
Crowd Console View
-openid-server CrowdID Openl|D Provider View
l‘. demo Crowd Demao Application View
®# enterprisetester Enterprise Tester View
& google-apps Google Applications Connector View

In this case, our application name is the lower case ‘enterprisetester’ and this is the value that should be used for the
application name in the configuration screen.
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Configuring the Method
The Crowd authentication method has the following configuration screen:

Configure authentication method

i d |_| m i

Crowd Server: Crow e, http:/flocalnos
Application Hame:

Password:

Save

Cancel

e The first parameter "Crowd Server" is the URL of the Crowd web service, this is normally the address of the Crowd

server, with /services/SecurityServer address appended to the end.

e The second parameter is the name of the application being authenticated against, as configured in Crowd

[above].
e The last parameter is the password configured for the application.

4.3.2 Enterprise Tester Database
This method does not require configuration.

Note: Currently the database method cannot be removed or disabled.

4.3.3 LDAP Source

The LDAP method can be used to authenticate against various LDAP directories, currently it has been tested against

Active Directory and OpenLDAP for Linux. The LDAP source is configured via the following screen:

Configure authentication method

Ldap Server: 123.123.1.23

Port: 389

Protocol Version: Version 3

Authentication Type: Basic

Use StartTL5:

BaseDh: dc=home,dc=com

BindDM: cn=admin, dc=home,dc=com
Passwaord: sesssese

Search Attribute: uid

Similarities to JIRA LDAP Configuration

Cancel

Most of the parameters correspond to those parameters used in JIRA for configuring LDAP configuration. Key

differences are:

e InJIRA, the LDAP server is specified as Idap://servername:port. In Enterprise Tester the server name and port are

specified in separate fields.

Enterprise Tester Version 4.1 — Installation and Configuration Guide
Page 14 of 45




e The authentication type can be configured via the Ul in Enterprise Tester - when authenticating against Active
Directory, then Negotiate is the recommended method. For servers like OpenLDAP etc. you will generally need to
use the ‘Basic’ authentication type.

e The protocol version can be configured via a drop down - in most cases this can be left as ‘version 3’ - ‘version 2’
is only required in some cases where the server can't support version 3 of the protocol.

e  StartTLS encryption can be selected.

Here (for the purposes of contrast) is the equivalent JIRA LDAP configuration screen:

L C' | ¥¢ hiipy//jiradtest.devdefined.com/secure/admin/jira/L DAPConfigurerldefaultjspa

DEELLLEIGERR G Administration: +

* Project . )
) Configure LDAP authentication
Projects
Project Categories This page helps you configure JIRA to authenticate users against an LDAP directory.
¥ Users, Groups & Roles Enter your LDAP server details here, and we'll generate you an osuser.xml file that should work with your LDAP server.
User Browser To learn about integrating JIRA with LDAP, check out the online documentation.
Group Browser
Project Role Browser “LDAP Host.  ldap:/localhost:389

URL of the server running LDAF, eg. Idap:/localhast
¥ Global Settings

“BaseDN: | ou=Users,dc=example dc=com

Attachments Mame of the roct nede in LDAP fram which to sesrch for users, g, cn=users do=sxample,do=com

Bamboo Servers

CVS Modules Bind DN:

System Dashboard If we need to authenticale to search for users, log in as this user [leave blank for anonymous search). Eg. cn=jira,cn=users,do=example, do=com
Events Bind Password:

FishEye Configuration If we need to suthenticate tc search for users, use this password (leave blank for ancnymous search).
Perforce Job Integration
General Configuration
Global Permissions

" Search Aftribute: | uid
The atribute in LDAF holding the users login name. Eg. ‘uid or ‘sAMAccountName {for ActiveDireciary)

Issue Linking Sample user to authenticate: |alex &
Look and Fesl Start typing to get & list of possible matches.

Mail Servers A sample user to attempt to authenticate against LDAP.
Sub-Tasks

Sample users password:

| Time Tracking
LLIEIER The sample users LDAF pasword
Trackbacks
User Defaults
Workflows

4.3.4 Machine Source

The machine source is a flexible method supporting authenticating users against the following three sources of user
information:

e Active Directory

e Local Machine Users i.e. if the machine is not a member of a domain. This is also great for testing some
authentication scenarios.

e AD LDS (Active Directory Lightweight Directory Services) - see here (http://technet.microsoft.com/en-
us/library/cc755080%28WS.10%29.aspx) for more details.

The machine source only works with Active Directory, and not other LDAP directories. Because of this fact it's also a
great deal easier to configure - if you wish to authenticate against the same domain as the server belongs to then no
configuration is required what so ever!

The machine source configuration screen looks like this:
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Configure authentication method e

Type: Active Directory Domain i
Mame:

Container:

Username:

Password:

Binding Type: Simple Bind ~7
Sealing:

Secure Socket Layer:

Server Bind:

Signing:

Save Cancel

Type Parameter

e [f authenticating against Active Directory, then just select ‘Active Directory Domain’ from the drop down.

e If authenticating against the local machine, then just select ‘Local Machine Users’ from the drop down, if you wish
to authenticate against another computers local users, then enter the name of the local machine in the ‘Name’
text box.

e [f authenticating against an AD LDS source, then just select ‘Active Directory LDS Store’ from the drop down and
then enter the name and port of the AD LDS server in the ‘Name’ text box.

Container Parameter
The container parameter is the ‘root’ context for resolving users.

All queries are performed under this root for Active Directory or AD LDS sources, therefore this can (optionally) be
configured as the distinguished name of a container object. For ‘Local Machine Users’ this parameter should be left
empty.

Username and Password

If left blank the current user credentials are used. In most cases this will be the user associated to the application pool
for Enterprise Tester website in IIS and by default this is normally ‘Network Service’ on windows server 2003/2008
machines.

If that user does not have permissions you will need to instead provide the username/password of a user that has
Active Directory query permissions assigned.

Note: A special ‘AD view’ account may be available for this purpose.
Binding Type
Two binding types are supported:

o Negotiate - The client is authenticated by using either Kerberos or NTLM. When the user name and password are
not provided, the Account Management API binds to the object by using the security context of the calling thread,
which is either the security context of the user account under which the application is running or of the client
user account that the calling thread represents.

e Simple Bind- The client is authenticated by using the Basic authentication.
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Options
Most options will default to the correct values if left unselected, however you may need to check some options in
special cases - here is what each of them do:

Name Description

Secure Socket ' The channel is encrypted by using the Secure Sockets Layer (SSL) - Active Directory requires that the
Layer Certificate Services be installed to support SSL.

Signing The integrity of the data is verified - this flag can only be used with the Negotiate context option and
is not available with the simple bind option.

Sealing The data is encrypted by using Kerberos - this flag can only be used with the Negotiate context option
and is not available with the simple bind option.

Server Bind Specify this flag when you use the domain context type if the application is binding to a specific server
name.

4.4 Diagnosing Authentication
Diagnosing authentication issues can be difficult - there are a number of possible issues that can occur:

e Incorrectly configured authentication method

e Authentication methods are disabled

e  Servers etc. that methods rely on cannot be contacted

e Username does not exist

e Username exists in directory, but does not exist in Enterprise Tester
e  Password is incorrect

On the authentication methods toolbar is a button on the right hand side called ‘Test Authentication’, if you click it you
will see the following screen:

Test Authentication »
Username: test @
Password: sree

Results
Total Time (ms): brf5

User exists: false @
SUCCEess: false @

Name Type Success Duration (ms)
=) Enterprize Tester Database Enterprise Tester Da... false 2
Username or password is incorrect
=l DevDefined Active Directory Wachine Source false 414

No errors were reported

=l staging.devdefined.com (Local Machi... Machine Source false 257
No errorz were reported

(2

Close Run Test
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e Here you can enter a username and password (1), then click "Run Test" (2) which will then attempt to
authenticate the user against all enabled authentication methods.

e Overall success is reported via two fields "Success" (3) and "User Exists" (4) - both these must be true for the user
to be able to log into Enterprise Tester successfully.

e By clicking the plus "+" next to a row you can see any details i.e. if an exception was thrown while attempting to
authenticate the user.

4.5 Connecting To Enterprise Architect
One of the most powerful features of Enterprise Tester is its ability to connect to Enterprise Architect repositories, to
import and synchronize requirements and use cases. This simplifies the process of creating test scripts.

Many organizations use a single shared repository, which can connect to other repositories, and is managed at an
organizational level.

Actual links between project requirements and test cases are then created in the projects and use these EA
connections. As part of the set up for a connection you need to configure the mapping of pick list values and this can
be done at the connection level while saves you time as you will not need to configure it for individual links.

Enterprise Tester currently supports connections to the following repositories:

e Oracle

e SQL Server
e EAPfiles

e  PostgreSQL
e MySQL

You can have as many connections as you require within your organization.

4.5.1 Default Accounts
Enterprise Tester directly connects to the EA Repository (database), so the account Enterprise Tester runs under must
be given appropriate permissions, here is the list of default accounts per operating system /IIS version:

IIS Version / Operation Default Account
System

11S5.1 - Windows XP ASPNET

11S 6 - Windows Server  NetworkService
2003

1IS 7 - Windows Vista/  NetworkService
Windows Server 2008

1IS 7.5 - Windows NetworkService or the AppPoolldentity (normally IIS APPPOOL\DefaultAppPool - see here for
Server 2008r2 / more details : http://learn.iis.net/page.aspx/624/application-pool-identities/)
Windows 7 From V4.1, Network Service will always be the default account in IIS 7.5.

4.5.2 Database Connections
Database repository connections (Oracle, SQLServer, MySQL, & PostgreSQL) will generally "just work" when using an
embedded username/password in the connection string.

If you wish to use a connection string that uses integrated authentication, then in that case the user the Enterprise
Tester we application runs under i.e. NetworkService, must be given permission to read/write data to the target
database.

452.1 SQL Server

For SQL Server - see this article:
http://msdn.microsoft.com/en-us/library/ff647402.aspx
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In the SQL Server section, the article details how to setup access to either a local or remote SQL server database using
integration authentication with the NetworkService etc. account.

45.2.2 Oracle

For Oracle, you can use a "trusted connection" by specifying the OSAuthent=1 parameter in the connection string, see
here for examples of connection strings:
http://connectionstringexamples.com/staticpages/index.php?page=20080710090445267

Add access for an external identified user to Oracle is out of scope for this documentation, but a basic guide can be
found here:

http://www.databasedesign-resource.com/users-in-oracle.html

45.2.3 PostgreSQL

Support for trusted connections are provided by using the "Integrated Security=true" connection string, for connection
string examples see here (the Npgsql section):

http://www.connectionstrings.com/postgre-sq|

Details of authentication methods for PostgreSQL is documented here:
http://www.postgresql.org/docs/8.3/static/auth-methods.html

45.2.4 MySQL

Support for trusted connections may not be provided for MySQL when connecting from .Net.
Examples of connection strings can be found here:
http://www.connectionstrings.com/mysql

See the "MySQL Connector/Net" section for details.

4.5.3 Secured Repositories

When using the "Catch API" plug-in, the database tables containing Element information are accessed directly, the
secured repository security model is by-passed - so there is no need to provide a username/password - however if one
is supplied then it will just be ignored.

4.5.4 Creating EA Connections
From the ‘Edit Organisation’ screen, you can set up your Enterprise Architect connection.

Edit Organisation
Name : Demo
Incustey Type: IT

Short Description: A demo company

Long Description:

Tpdete EQUPk ety | Wanage £A Corrections Save

Click on ‘Manage EA Connections’ to open the EA Connections screen. If connections have already been configured,
they will be listed here.

EA Connections

@nen | [@confoure | @ekte g¥0satie e
Connection Name Connecticn Type Connection String Reader User Name Enabled Number Of Links
EA Interface EAPFile C:\Documents and Settings\All. true 2

Click on ‘New’ from the tool bar to bring up the ‘Add Connection’ dialog box.
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Add Connection

Connection Mame *:
Connection Type *: hd

Cennection String/File *2

Enter the Connection Details:

e Connection Name a name for the connection so you can identify it
e Connection Type select from the drop down list
e Connection String the connection string details are dependent on the connection type (see details below)

45.4.1 Oracle Connections
This is the connection string required to access the Oracle database:

DBType=3;Connect=Provider=0raOLEDB.Oracle.1;Password=password;Persist Security Info=True;User
ID=SYSTEM;Data Source=ORA11TST

You can copy this from the EA connect dialog of an existing connection that has been set up in Enterprise Architect.

4.5.4.2 SQL Server Connections
This is the connection string required to access the SQL database:

DBType=1;Connect=Provider=SQLOLEDB.1;Integrated Security=SSPI;Persist Security Info=False;Initial
Catalog=EaTestRepository;Data Source=HPQCO0TEST

You can copy this from the EA connect dialog of an existing connection that has been set up in Enterprise Architect.

45.4.3 EAP File Connections

The file path to the required EAP file e.g. C:\Testfiles\Demo.EAP. This pathway must be on the host and not your local
drive or on a network drive that is accessible by the server Enterprise Tester is installed on.

Enterprise Tester will then test the connection and if successful it will save it.

4,55 EA and Enterprise Tester Field Mappings
Once the EA connection is saved the administrator will need to set up the field mapping before you can import or
synchronize between EA and Enterprise Tester.

There are two sets of mapping to be configured:
e Enterprise Architect to Enterprise Tester
e  Enterprise Tester to Enterprise Architect
To do this:

1. Click on Configure Connection - the Map Fields screen will display
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Map fields ]
Enterprise Archi fields -> Tester fields
Hgh = high v
| Low = 'jow v =
Priority:
‘ Medum = pegiym v
Approved = | Inprogress » H
Implemented Complete =
Script Mendatory = | \atingOnReview >
Stotie: Proposed = | WatingOnReview v
Vaidated =» | Inprogress v
Approved =3 Approved v
Implementsd = [mplamented v
Mandatory =
Requirement =» Mandatory
Status: Proposed = | proposed =
Vaidated = [yaidated =
Hoh = High v
low = [1ow > v

2. Select the mappings for each value. Matching values will automatically be mapped.
3. Click on ‘Save’ - connection is ready to be used
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4.6 Connecting to Defect Trackers

The ability to interface with multiple defect tracking applications is another key feature of the tool. This interface
allows incidents created in Enterprise Tester to be automatically created in the defect tracking system. It also allows
any updates to synchronize between the two systems in both directions.

Enterprise Tester interfaces with Atlassian’s JIRA and Microsoft Team Foundation Server (TFS) for defect management.

Incidents created in Enterprise Tester are allocated a unique ID which becomes automatically associated to the ID of
the issue that is created in JIRA or TFS. Enterprise Tester displays both the Enterprise Tester incident ID and the JIRA or
TFSissue ID. A link to the associated issue in JIRA or TFS is also available on the incident recorded in Enterprise Tester.

4.6.1 Add Defect Tracker Connection
To add a connection to a defect tracking system

1. Open the ‘Admin’ tab of the tree view.

Explorer Reports Fesources Admin %
2
4 [+ Organizationz
a 4§ Catch Limited
[_] Project=
# Defect Trackers
-
= zers
= Groups
=' Configuration
g Extenzionz
[ 71 0Auth Conzumerz
2. Click on Organizations and expand your Organization. Right click on ‘Defect Trackers’ and select ‘Add Tracker’.
Tracker Details
Type: R
Name:
Url:
Userdame:
Password:
Save
Enter the Defect Tracker Details:
o Type Select the tracker type from the list of supported trackers
e Name Enter a name for the tracker that will identify it within Enterprise Architect
e URL Enter the URL path for the defect tracker. The URL should take the following forms:

JIRA: http://<servername>/rpc/soap/jirasoapservice-v2?wsdl
e.g. http://localhost:8080/rpc/soap/jirasoapservice-v2?wsdl

TFS: http://<ServerURL>/<Project Collection>
e.g.http://tfs2010server.com:8080/tfs/Project ET

e UserName Enter a gateway* username for the defect tracker

e Password Enter the password for the gateway username

e Enabled? Check this box to enable the connection to the defect tracker
e Ignore Remote Check this box to ignore invalid remote certificates

*If possible, the Gateway Account should be set up as an administration account in JIRA/TFS. This will allow creation,
and update of incidents across all projects and will hold sufficient privileges to support enhanced functionality when
further integration features are implemented.
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When you have completed all the details click on ‘Save’.

Tracker Details

Type: Jira
Hame “: | JIRA for Demo
Url*: | hitp://localhost:8080/ rpe/soap/jirasoapservice-v2 wsd|
UserMame: RethE|

Password: | eessssss

Enatled?:

Ignore invalid remote []
certificates::

Delete | Save

Enterprise Tester will test the tracker and will save all details if the connection works.

Note: Enterprise Tester comes complete with the JIRA and TFS interface modules and can be configured immediately

The next step is to set up your Enterprise Tester project configuration to your JIRA project. Please refer to the
Administration Guide Section for more information.
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5 General Configuration
In the configuration section of the Admin Tab you can view and update the license details, view current user sessions
and set the default time outs for Enterprise Tester.

5.1 Default Timeouts
Enterprise Tester allows you to have as many users as you want but limits the number of users that can connect to the
server at the same time (called a session) to the number of licenses that you have.

To prevent licenses from being locked by users that have logged on and then stopped using Enterprise Tester, time
outs are used to disconnect inactive user. There is a warning time out where the user can select to keep the session
going and a time out were the user session is terminated

The values for this can be set in the default timeout screen.
To set the default timeouts:
1. Select the Admin Tab of the tree view and expand it out to show Configuration

2. Right click on the Configuration folder and select Configure timeouts.

The Configure Session Timeouts screen will display.

Configure Session Timeouts (in minutes)
Timeout Warning: 10
Timeout: 15

Save

3. Enter the timeout warning - this is time at which the warning message will be displayed and the user can select to
keep the session going.
4. Enter the time out - this is time at which when the user will have to log back in to start a new session.

5.2 View Sessions
This allows you to see who is currently connected to the Enterprise Tester server.

To View User Sessions:

1. Select the Admin tab of the tree view and expand it out to show configuration
2. Right click on the Configuration folder and select View Sessions

The details of the current users will be displayed

Current Sessions
User Name Last Activity User Agent User Host Address

Admin 7/20/2008 12:53 PM Mozilla’4.0 {compatible; MSIE 8.0; Windows NT S 127.0.0.1

Displaying User Sessions 1 - 1of 1

Page|l |of1 <

5.3 View License Details
You can also view and update the license details for Enterprise Tester

To View License Details:

1. Select the Admin Tab of the tree view and expand it out to show Configuration
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2. Right click on the Configuration folder and select View/Manage License

The license details will be show:

License Details )
Organisation: DevDefined+Limited
Date Purchased: 7/28/2009
License Type: Professional
Concurrent User Limit: 5
Maximum User Limit: 2147483647
License Key: 805c9026-69ec-466d-9288-3d5f33566505
Max. Organisations: 10
Max. Projects: 10
Support Period: Your commercil support and updates end 3t 7/28/2014 1
Expirey Date: This license will expre on 7/28/2014
Server Key: QB3H-CO6AI-WK5P-TMQK (Enterprise Tester sales & support may ask for this Key)

License Text:

If you need to add a new license (renewal, upgrade, or when moving Enterprise Tester to a new server) to update the
details:

1. Copy the new License Text - this will be supplied by Catch.
2. Click on the ‘Save’ button.

5.4 Manage Authentication

Authentication Methods

Qrdd B o = T 1 2= Test Authentication

Mame Type Iz Enabiled
Enterprize Tester Databaze Enterprize Tester Database true

teat Ldap Source falze
catch crowd Crowd Source falze

I4 4 | Page 1/0f1 L | l%‘ Dizplaying authentication methods 1-30f 3

5.5 Managing Extensions

Enterprise Tester has an open architecture that provides users with the ability to add extensions that are supplied by
Catch or other 3™ parties; they come as Plug-ins.
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5.5.1 Plug-Ins
Plug-ins are used to extend the functionality of Enterprise Tester in different ways. Plug-ins provide a package of
functionality including new features, menu items, or a group of modules.

To manage the Plug-ins:

1. Select the admin Tab of the tree view and expand it out to show Extensions.
2. Double click on the Plug-ins icon under the extensions folder.

The plug-in Screen will appear:

Manage Plugins

Core Functionality

Description: Core services required by the Enterprise Tester Application
Plugin:Core Functionaity

Vendor: Catch Limited

Plugin Version: 1.4.0.42%

Current State: Enabled

Defect Tracking Plugin

Description: Provides support for integrating defect trackers nto the Enterprise Tester Application
Plugin:Defect Tracking Pligin

Vendor: Catch Limited

Plugin Version: 1.4.0.43%

Current State: Enzbled

Enterprise Architect Plugin

Description: Provides support for synchronzing information in Enterprise Architect with Enterprise Tester
Plugin:Enterprise Architect Plugin

Vendor: Catch Limted

Plugin Version: 1.4.0.423

Current State: Enabled

Jira Integration
Description: Provides support for integrating with the Altassan Jira software.
Plugin:lirz Integration
Vendor: Catch Limited
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Some Plug-ins that are not essential can be disabled or enabled on this screen.
To enable or disable a plug-in:

1. Select the relevant button
2. Click on ‘Save’

5.5.2 Plug-In Modules
Plug-ins may contain modules. A module represents a single service or piece of functionality used by Enterprise Tester
that allows finer control over the functionality provided.

To manage the Modules:

1. Select the Admin tab of the tree view and expand it out to show Extensions.
2. Double click on the Modules icon under the extensions folder.

The Module Screen will appear:

Configure Modules

Description |State
Jira Session Factory (allows Enterprise Tester to connect to Jira defect repositories via the Jira  ([Enabled |

Soap Service)

You can then Enable or Disable modules as required.
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6 Appendix 1: Other Configuration Details

Before you install the application you may need to configure the components installed on the server. This section
covers these configurations.

6.1 .Net Framework 4

The Test Management System requires version 4 of the .Net Framework to be installed, the easiest way to identify if
you have the .Net Framework 4 installed is to attempt the installation. If you see are message displayed:

"You do not have the .Net Framework 4 installed, please visit http://www.microsoft.com/downloads/ to
download and install it."

You must install the 4 framework.

When installing the .Net Framework 4 you have two options - either installing from a "web download" (a small
download, which will then install only the components you require) or you can download a "redistributable" which is a
large file containing all the files necessary for the .Net Framework 4 to be installed on any machine.

If you plan on installing the Framework on more than one machine within your organization it is suggested that you use
the redistributable, to avoid multiple downloads.

The web downloader can be downloaded from:
http://www.microsoft.com/downloads/details.aspx?FamilylD=333325FD-AE52-4E35-B531-508D977D32A6
It is approximately 3mb in size.

The redistributable can be downloaded from:
http://download.microsoft.com/download/6/0/f/60fc5854-3ch8-4892-b6db-bd4f42510f28/dotnetfx35.exe
It is approximately 200mb in size.

6.2 Configuring IIS

Before installing Enterprise Tester, Internet Information Services and ASP.Net must be installed and configured.

6.2.1 Windows Server 2003

Verify ASP.Net Is Installed

From the Control Panel -> Add / Remove Programs, click "Add / Remove Windows Components". Highlight the
"Application Server" listing, and click "Details...".

Application Server i x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

|V B5ASP.NET 0.0 MB
(& Enable network COM+ access 0.0MB
O E?;fj Enable netwark DTC access 0.0 MB
™ %Inlemet Information Services (I1S) 18.1 MB
[[] = Message Queving 65 MB

Description:  Microsoft Management Console Snap-in for the Application Server
administrative interface.

Total disk space required: 2.9MB
Space available on disk: 24331.3 MB

Details:,.

0K I Cancel

Check that "ASP.NET" is installed.

Verify IIS Is Installed
Staying within the "Add / Remove Windows Components" and "Application Server", scroll to "Internet Information
Services".

Highlight this item, and click "Details...". Highlight, "World Wide Web Service" and then click "Details...".
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World Wide Web Service N x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.
Subcomponents of World Wide Web Service:

-au ol T -
O @ Intemet Data Connector 0.0 MB
[] (@ Remote Administration (HTML) 5.7 MB
O Q Remoate Desktop Web Connection 0.4 MB
[ [#] Server Side Includes 0.0MB
] @ WebDAY Publishing 0.0 MB
World Wide Web Service 1.9M8 x|

Description:  Allow ASP files. Active Server Pages is always installed.

Total disk space required: 29MB
Space available on disk: 24331.2 MB

0K I Cancel

Check that "World Wide Web Service" is installed.

Verify IIS Configuration
Once you have verified steps 1 and 2, you must make sure IS is configured to allow ASP.Net pages to be processed.

Start up the 1IS Manager (Click Start -> Run and type %windir%\system32\inetsrv\iis.msc. click OK ). Expand the server,
and highlight "Web Service Extensions".

For XP and Windows 2003r2:

/| Web Service Extension | status
“F all Unknown CGI Extensions Prohibited
Al “F 8l Unknown ISAPI Extensions Prohibited
= — .. | |#] Active Server Pages Prohibited
& j ASP.MET vl.1.4322 Allowed
Properties | ASP.NETv2.0,50727
% ASP.MET v4.0 9
b |#] Internet Data Connector
e ™ ac
' 3] Server Side Includes
Kl add 5 new Web service extension.., (2] WebDAY Prohibited
E Allow all Web service exkensions For &
specific application...
3| Prohibit all Web service extensions
@ Open Help
| | &

For Vista, Windows 7, Windows 2008 r2:
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Filter:

- B Go - (5 Show All

Group by Area

TT

W H

Authentic... Compression

& i

bl

Handler HTTP
Mappings Redirect

=
MIME Types  Modules

Management

B

Configurat... Feature
Editor Delegation

0 =2

Default Directory
Document  Browsing
HTTP ISAPI and
Respon..  CGI Restri...
o,
F el =
Output Request
Caching Filtering

Shared

Configurat..,

FIRE.

Error Pages Failed

o

Request Tra...

8

ISAPI Filters  Logging
P R‘\ ‘b-%f
Server Worker

Certificates  Processes

F

m

1

Group by: Mo Grouping o

i?il ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server,

Descriptin;n Restriction Path

ASP.NET w2.0.50727  Allowed Fowindirde\Microsoft. NET\Frameworkid\w2.0.50727\aspnet_isapi.dll

ASP.MNET v2.0.50727  Allowed Hwindir¥t\Microsoft. NET\Framework'»2.0.50727\aspnet_isapi.dll

ASP.NET v4.0.30319  Allowed ChiWindows\Microsoft. NET\Framework64\wd.0.3031Naspnet_isapi.dll
{ ASP.NET +4.0.30319  Allowed

Ch\Windows\Microsoft. MET\Frarmework\v4.0,.3031%aspnet_isapi.dil

Check that ASP.Net is allowed.

Windows Server 2008
1. Click start -> Server Manage

e C(Clickroles
e C(Click Add Roles
e  Click Web Server (11S)

Add Roles Wizard

Before You Begin
Server Roles
Web Server (II5)
Role Services.
Confirmation
Frogress

Results

a Select Server Roles

Select one or more roles to install on this server.
Roles:

Description:

[] Active Directory Certificate Services

[J Active Directory Domain Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
g

] DHCP Server

] Dns Server

[ Fax Server

] File Services

] Metwork Policy and Access Services

] Print Services

[ Terminal Services

] UDDI Services

b Server (IIS)

Windaws Deployment Services

More about server roles

<previous || next | el Cancel

Application Server provides central
management and hosting of high-
performance distributed business
applications such as those builtwith
Enterprise Services and .NET
Framewark 3.0.

e Click on ‘Next’.

o If prompted for Add features required for Web Server (IIS) then click "Add required features".
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e Click ‘Role Services’.

2. Enable the services as shown in the following two screen shots.

= . World Wide Web Services
. Application Development Features

| .NET Extensibility

O] ) Asp
| ASP.NET
[ 1) car

) ISAPI Extensions

| ISAPIFilters

[T] 1. Server-Side Includes
= , Common HTTP Features

| Default Document

, Directory Browsing

. HTTP Errors

| HTTP Redirection

| Static Content

[] |, WebDAY Publishing
= . Health and Diagnostics

[] 1. Custom Logging
. HTTP Legging
[] | Logging Tools
[ ODBC Logging
. Request Monitor
) Tracing

=] , Performance Features
. Dynamic Content Compression

EE

) Static Content Compression

=] J Security

, Basic Authentication

[[] | Client Certificate Mapping Authentication

, Digest Authentication

[T |, S Client Certificate Mapping Authentication
[T] 1) IP Security

, Request Filtering

[71 . URL Authaorization

, Windows Authentication

3. Once complete click ‘Next’, installation will proceed - once the progress bar is complete IIS has been installed

Add Roles wizard
ﬁ Installation Progress
Before You Begin The following roles, role services, or features are being installed:
Server Roles Web Server (115)
Vieb Server (IT5)
Windows Process Activation Service

Role Servicss
Confirmation
Progress

Results

8i

Initializing installation..

< Previous Hext > Install Cancel

4. Close the dialog and proceed with executing the installation for Enterprise Tester to install the other
prerequisites.

6.2.2 Windows 7/Vista
Configuring IIS on Windows 7 or Vista is similar the configuration for Windows Server 2008. Note that there is no
server management console.
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You can find more information on configuring IIS here:

http://www.ironspeed.com/designer/6.0.0/webhelp/Part_VI/Configuring_IIS_on_Microsoft_Vista.htm

6.2.3 Windows XP
You need to have administrator access to the machine to install 1IS on XP.

1. Select Start -> Control Panel.

File Edit View Favorites Tools Help

Address |3 Control Panel

&, Accessibilty Options © security Center
Cur;lrol rarel % Add Hardware B4 Software Explorers
@Add or Remove Programs '_ySounds and Audio Devices
witch to Categary View n strative 44 Speech
Automatic Updates stmamec LiveUpdate

See Also

& Wwindows Update
@) Help and Support

- =P Date and Time

AVE"‘G1 Configure administrative settings For your computer.
CDJDVD' L]

[ TosHIBA Controls
79 TOSHIBA HDD Pratection
[B10SHIBA HWSetup

STOSHIBA Mobile Extension

) TOSHIEA Power Saver

@3 User Accounts

‘Windows CardSpace

@ windows Firewall

<4 Wireless Network Setup Wizard

‘I]Reakek HD Sound EFffect Manager
Q Regional and Language Options
=% Scanners and Cameras
A)5cheduled Tasks

2. Select Add or Remove Programs.
Currently installed programs: [] show updates Sort by: m
Change or
Remove
Programs
Add New I
Programs " Activation Assistant for the 2007 Microsoft Office suites
‘ Adobe Flash Player ActiveX
@ . Adobe Reader 8.1.2
Rei
%":;W . Adobe Shockwave Player 11 Siee  7.11MB
COMPONENES. | 451 a1 5 Touch Pad Driver See  1.80MB
O e ArcSoft PhotoImpression § Size  301.00MB
Set Pragram ArcSoft YideoImpression 2 Size  136.00MB
Access and i .
Defaiits ? Bluetooth Stack for Windows by Toshiba Size  56.44MB
ﬂ Catch Limited EA Connector for QC Size  2.35MB
a CDJDYD Drive Acoustic Silencer Size 1.16MB
ﬁ Debugging Tools For Windows (x86) Size  39.97MB
ﬁ Easy Icon Maker Siee 1.65MB
@ Enterprise Architect 7.5 Size  56.12MB
& Enterprise Tester Se 29.40m8 |
3. Select Add Windows Components
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Windows Components Wizard

Windows Components

You can add or remove components of Windows XP.

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click

|
oun

oy

Details.
Components:
; @ Intemet Explorer 0.0MB |
‘% Intemet Information Services [I15] 135MEB :

O gj Management and Monitoring Tools 20MB |
[] 52 Message Queuing 00MB
1 ® MSN Fenlnrer 2N 7 MR Y“

Total disk space required:
Space available on disk:

Description: Includes Web and FTP support, along with support for FrontPage,
transactions, Active Server Pages, and database connections.

L
[ < Back " Next > ][ Cancel ]

4. Select Internet Information Services (lIS) - the service will now be installed for you.
5.  You may be prompted to insert the installation disk, do so if prompted.

Windows Components Wizard

Configuring Components

!

=

Statuz:  Copying files...

Setup is making the configuration changes you requested.

Flease wait while Setup configures the companents. This may take
zeveral minutes, depending ot the components selected,

[NNNNRRRNNNRR

Cancel

Once the installer completes IIS is ready to be used.

6.2.4 Resolving Port 80 Conflict Issues

Skype and some other applications, by default, use ports which are required by the IS default website. To evaluate the
Test Management System on a computer with Skype or other application installed that is using port 80; you must first

alter the configuration to not use this default port.

Please Note: If you wish to use a port other than port 80, please use the Zip File Installer that is included with the
Enterprise Tester download. Instructions on how to manually set up the IIS virtual directory are included.

For instructions on reconfiguring Skype, see steps below, for all other applications refer to the manufacturer’s

instructions.

1.
2.
3.

Click on the Skype Icon in the system tray to display the Skype Interface.
Select Tools -> Options, to display the options dialog.

Select Advanced -> Connection, to view the connection options, then locate the "Use port 80 and 443 as

alternatives for incoming connections" check box and uncheck it.
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B General Connection: set up how Skype connects to the Internet

) =
t Priva
s = Useport 47291 for incoming connections
P Notifications [ Use port 80 and 443 as alternatives for incoming connections
o Ccalls [ Allow Skype to modify my firewall settings
@chats & SMs Automatic proxy detection ¥
@ Advanced
m Updates
Ay Gomection =] Display technical callinfo during calls
[ Display Skype bandwidth usage
[F] Fotieys

0 Learn mare about how Skype deals with proxies and firewalls

Save Cancel

Click ‘Save’, then close Skype completely and restart it.

If you have already installed IIS you may need to restart the Default website as well, you can do so by:

e  Start the IIS Manager Start -> Control Panel -> Administrative Tools -> Internet Information Services.
e Expanding the "local computer" node.

e Expanding the "websites" node .

e Locate the "Default Web Site" node, it should have either have "Stopped" in the name or a red "error" icon to
the left of the name.
e Select ‘Stop’.

*£ Internet Information Services
File Action ‘Wiew Help
pu ) »
% Inkernet Information Services Marne | Path A
= B XPVMTEST_I {lacal camputer) @IISHBID ciwindows|helpiishelp
=0 Web Sites [:Iaspnetfchent
@ help. gif
. @ iisstark, asp
L (1 aspet_cient localstart.asp
+-¥% Default SMTP Yirtual Server T
mmc. gif
@ pagerror.gif B
@ prink. gif
@ Thumbs. db v
< >

e The server will stop.
e C(Click on Start.

Internet Information Services
File  Action View Help
& |Em =2 »
|@ Internet Information Services Marne | Path A
-8 XPVMTEST_l {local computery 8 115Help cwindows'\helptiishelp
=0 wieb Sites [ZJ aspnet_client
=8 @HSH | Explore @ help. gif
: D o n: Open @ iisstart, asp
- P Browse @ lacalstart.asp
+- % Defaulk SMTP | @ i
mmc. gi
Stark —
Start @ pagerrar,gif
print.gif
@] Thumbs.db 3
= >
Mew 4 < R
4
Start item All Tasks
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6.3 Configuring JIRA

JIRA by default disables remote communication; this must be enabled to allow the JIRA plug-in in Enterprise Tester to
communicate with your JIRA server.

6.3.1 Enabling RPC Calls

To enable remote soap calls follow these steps:

e Under plug-ins make sure the RPC JIRA plugin is enabled including the "System SOAP Services" module.
e Under “General Configuration” ensure "Accept remote API calls" is set to on (this can be enabled from the edit
configuration link at the bottom of the page).

The link to the soap services wsdl would be:

For Professional or Enterprise JIRA installations: http://<Server>/JIRA/rpc/soap/JIRAsoapservice-v2?wsdl
For the Standalone JIRA versions on XP the link is: http://localhost:8080/rpc/soap/JIRAsoapservice-v2?wsd|

This should return an XML document, containing the wsdl for the soap service, if your JIRA server is incorrect
configured it will display a warning page explaining that remote soap calls are currently disabled.

6.4 Installing TFS Client

When integrating with Microsoft Team Foundation Server, the TFS client must be installed on your Enterprise Tester
Server. TFS 2010 server is distributed either as an ISO image (via an msdn or technet subscription) or on DVD.

If you have an ISO file - you can either install a tool such as Virtual Clone Drive, to allow mounting the ISO image as a
virtual drive, or alternatively if you are hosting Enterprise Tester in a virtual machine, your virtualization administrator
should be able to mount the ISO image on the virtual machine for you.

The requirements are different depending on whether you are using a 32-bit or a 64-bit application for Enterprise
Tester.

For 32-bit TFS Client, more information on the installation process can be found here:
http://blogs.msdn.com/b/jimlamb/archive/2010/04/06/installing-just-the-server-components-of-tfs-2010.aspx

For 64-bit TFS Client, please refer to the Mini Guide “Installing 64-bit TFS Client” on the Enterprise Tester website:
http://www.enterprisetester.com/help/documentation

6.5 Changing Enterprise Tester Web and Logging Configuration Settings
In rare instances it may be necessary to change some of Enterprise Testers web and logging configuration settings, such
as switching error logging from WARN to DEBUG or changing the path separation character.

The following sections provide instructions on how to make basic changes to the Enterprise Tester Web and logging
Config files.

Caution: changes to the web.config file can leave Enterprise Tester inoperable. We advise taking a backup of your
web.config file and database prior to making changes.

Note: web.config / logging.config files can be located in the web subdirectory of the application installation path, which
defaults to c:\Program Files\Catch Limited\Enterprise Tester\

6.5.1 Changing Error Logging from WARN to DEBUG

Enterprise Tester is configured to log only WARN (warning) messages by default to maximise system performance.
However in the rare event that you encounter a serious error, you may be asked by our support team to provide a
more detail log file. To do this, you will need to change the logging status in your instance of Enterprise Tester, from
WARN to DEBUG.
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Open the logging.config file (normally found in Program Files\Catch Limited\Enterprise Tester\Web folder) using
notepad or text editor.

Scroll to the bottom and change the “Priority Value” from WARN to DEBUG as shown below

<root>
<priority value="DEBUG" />

Save and close the file.

For the changes to the logging.config file to take effect you will need to Restart IS or 'Recycle’ the Application Pool in
IIS that Enterprise Tester is using.

Alternatively you can “touch” the web.config file (which causes the application to be reloaded).

The process of touching the web.config or any file involves opening the file in a text editor and saving it without making
any alterations to the contents of the file. This will update the time and date information of the file to reflect the time
and date at which the file was saved.

When the web.config file is editing, the ASP.Net work process will detect the changes and cause the application (in this
case Enterprise Tester) to restart, reloading all its configuration in the process.

Note: As mentioned above, setting the logging level to ‘DEBUG’ will impact on the performance of Enterprise Tester —
once you have captured the diagnostic information requested by Catch Limited you should always restore this value
back to "WARN’ to keep Enterprise Tester running at full speed (and avoid filling up your server with log files).

Log file location:

Log files by default are written to the Web\App_Data folder, in the installation folder — which can normally be found in
C:\Program files\Catch Limited\Enterprise Tester\Web\App_data\ - the current days logs will be written to a file called
“log.txt” and previous log files will be stored as “log.txtYYYY.MM.DD” where YYYY.MM.DD is the date at which the log
was recorded.

6.6 Changing Path Separator Value

By default, the “/” is reserved for use as a path separator for package, requirement and script paths in imports and
exports and cannot be used in Requirement, Script or Use Case names. Should you need to use the “/” extensively as
part of your naming convention, the path separator can be changed in Enterprise Testers web.config file as follows.

Open the Web.Config file (usually located in c:\Program Files\Catch Limited\Enterprise Tester\web\) and find the
following section near the top of the file.

<appSettings>
<add key="migration.providerName" value="Migrator.Providers.SqlServer.SqlServer2005Dialect"/>
</appSettings>

Add a new line with the path separator of your choice after “value=" as shown in bold below. The following example
will replace “/” as a path separator with the pipe character “|”.

<appSettings>

<add key="migration.providerName" value="Migrator.Providers.SqlServer.SqlServer2005Dialect"/>
<add key="PathService.PackagePathSeparator" value="|"/>

</appSettings>
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6.7 Changing the Indexes Folder Location

By default the location of the Indexes folder will default to the "Data" folder of your installation. The indexes folder
can grow up to 1 gigabyte in size, so if you don't have a lot of space free on your installation drive, or prefer to store
data in a different location, you will need to update the web.config file to specify this location.

To change the location, locate the <appSettings>...</appSettings> section in the web.config file and add a new value
"search.indexes.path" on the line after <appSettings> like so:

<appSettings>
<add key="search.indexes.path" value="c:\savemy\indexes\" />

The "value" section of this entry needs to contain the absolute path of the folder where you want to have the indexes
stored.

Note: Query performance is dependent on the speed of the disk where indexes are stored.

6.8 Storing Attachments in a File System

Enterprise Tester provides the option of storing attachments in a file system rather than in the Enterprise Tester
database. By default Enterprise Tester will store attachments in the database, unless the user configures to do
otherwise.

6.8.1 Configuration of Storage Method and Location — New Installation of Enterprise Tester
If you have just installed Enterprise Tester, and have yet to create any data, you can configure the location for storing
attachment contents by editing the web.config file.

Open the web.config (normally found in C:\Program Files\Catch Limited\Enterprise Tester\Web\web.config) and locate
the appSettings section, which will normally look something like this:

<appSettings>

<add key="migration.providerName"
value="Migrator.Providers.SqglServer.SglServer2005Dialect™ />
</appSettings>

Now, if you wish to use In-database storage of attachments, you can leave the file as-is, however if you wish to use file-
system based store, you need to add an additional value using the key "attachment.storage.method" with the value
"FileSystemCas".

<appSettings>
<add key="migration.providerName"
value="Migrator.Providers.SglServer.SglServer2005Dialect" />
<add key="attachment.storage.method" value="FileSystemCas" />
</appSettings>

By default this will store attachments in the folder ../Data/Attachments/ (so normally c:\Program Files\Catch
Limited\Enterprise Tester\Data\Attachments)

If however you wish store attachments in another location (i.e. if you have a lot of attachments and wish to store them
on a NAS disk) you can set the path by adding another entry with the key "attachment.storage.path".

<appSettings>

<add key="migration.providerName"
value="Migrator.Providers.SglServer.SglServer2005Dialect™ />

<add key="attachment.storage.method" value="FileSystemCas" />

<add key="attachment.storage.path" value="f:\et-attachments\" />
</appSettings>
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6.8.2 Setting Maximum File Sizes

To support the attachment of very large files change to the configuration of the application are also required.

By default Enterprise Tester sets a limit of 64mb for requests. To support attaching larger files you will need to change
this value.

In the web.config file, locate this section:

<system.web>

<httpRuntime executionTimeout="18000" maxRequestLength="65535" />
The value "maxRequestLength" controls the maximum size of requests in kilobytes, changing this to value such as
1024000, will allow you to upload files up to 1gb in size.

6.8.3 Garbage Collection

Due the way the large attachment functionality is implemented, when you delete an attachment, the associated
contents (if stored on say the file system) won't be immediately removed. Instead a periodic process occurs called
"garbage collection" where any content no longer referenced by the database is then removed.

By default this process runs once every hour. The frequency can be configured by specifying an additional key
"attachment.storage.garbagecollection.dwell":

<appSettings>

<add key="migration.providerName"
value="Migrator.Providers.SqglServer.SglServer2005Dialect™ />

<add key="attachment.storage.method" value="FileSystemCas" />

<add key="attachment.storage.garbagecollection.dwell" value="5" />
</appSettings>
In the example above we have set "dwell" to 5 minutes. Attachments will be “cleaned up” every 5 minutes. Generally
speaking, it is recommended that unless you are performing tests, this should be set to 30 minutes or higher.

In addition if you wish to disable garbage collection altogether, you can add the key
"attachment.storage.garbagecollection.disable" with the value "true".

<appSettings>

<add key="migration.providerName"
value="Migrator.Providers.SglServer.SglServer2005Dialect" />

<add key="attachment.storage.method" value="FileSystemCas" />

<add key="attachment.storage.garbagecollection.disable" value="false" />
</appSettings>
otherwise.

6.8.4 Changing Attachment Storage from Database to File System

Enterprise Tester provides a mechanism to allow existing customer to migrate between storing attachments in the file
system or database. Before commencing, the Enterprise Tester website should be taken offline. The easiest way to do
this is to stop IIS or stop the application pool Enterprise Tester belongs to.

6.8.4.1 Migrating from In-database to the file system
Important: Before commencing, it is strongly recommended that you back up your database and your web.config file

To store attachments in a location other than /Data/Attachments, you will need to add the "attachment.storage.path"
setting to the web.config file (ensure the attachment storage method remains the same).

Next, start a command prompt, and change the Enterprise Tester bin folder:

cd c:\Program Files\Catch Limited\Enterprise Tester\Web\bin\
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Now run the following executable:

AttachmentMigrator.exe

A message similar to the following should appear:

Enterprise Tester Attachment Migration Tool Version 1.0.0.0

Current Attachment Storage Configuration: FileSystemCas

This tool will migrate attachments to the new storage location: InDatabase
WARNING! This operation cannot be reversed, and if it fails, will leave your
database in a inconsistent state. Please ensure you have backed up the database

before proceeding.

To proceed type "yes" and press enter
As the message suggests, you should always backup both your database and web.config file prior to using this tool - as
if it fails halfway through, it will leave your Enterprise Tester database in an inconsistent state.

When you are ready type "yes" and press enter.

You will then see progress displayed on screen, and eventually the migration will complete.
Initializing...

Initialization Complete.

Plugins Folder: c:\Program Files\Catch Limited\Enterprise Tester\Web\bin
Attachments Folder: c:\Program Files\Catch Limited\Enterprise

Tester\Data\Attachments\
Database Type: SglServer

....................................... Processed 40/265 (15%)

........................................ Processed 80/265 (30%)
........................................ Processed 120/265 (45%)
........................................ Processed 160/265 (60%)
........................................ Processed 200/265 (75%)
........................................ Processed 240/265 (91%)

Migration completed and web.config file updated, total time: 4.5294003s
Now restart IIS or the application pool, and your attachments will now be stored in the new location.

If you are migrating from file system to in-database storage, you will need to manually delete/archive the attachment
files after the migration.

6.9 Setting Automatic Refresh Lookups

Enabling/Disabling Automatic Refresh Lookups at start up

By default, Enterprise Tester is automatically set to refresh lookups on startup of the application. In the web.config file,
by default defecttracking.settings.populator.syncuncachedonstartup is set to ‘true’. This initially triggers a check for
“uncached” projects. If “uncached” projects are found, a refresh lookups synchronisation is triggered at startup. To
disable, set defecttracking.settings.populator.syncuncachedonstartup is set to ‘false’.
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Enabling/Disabling Automatic Refresh Lookups when a new project link is created

By default, Enterprise Tester is automatically set to refresh lookups when a new project link is created under the
Resources tab. In the web.config file, by default externaldata.createlink.autorefreshlookups is set to ‘true’. This
triggers a refresh of all the cached custom/inbuilt field data when a project link is created. The refresh process will only
work if the defect tracker is also enabled. To disable the automatic refresh lookup, change
externaldata.createlink.autorefreshlookups to ‘false’.

6.10 Changing Server Key Generation Method

When upgrading from V3.X or prior to V4.X, the server key generation method will automatically update to this
method. When upgrading from V3.x and prior or when making this change manually to a production system, please
contact Catch Limited Support (support@catchlimited.com) to pre-arrange a time for a new license to be generated,
this will minimise any outage period.

In versions prior to 4.0 we generated the server key used by Enterprise Tester from this information:

. Machine Name

. Processor Count

. Mac Addresses of permanent network interfaces
. Operating System Name

o Operating System Version

In virtualized environments the MAC addresses can often change, causing a new server key to be generated next time
Enterprise Tester starts, displaying a message on screen to customers that their license is now invalid or expired.

A new server key generation method that generates a stable server key even if the MAC address changes over time, to
use it you must add the following line to your web.config file:

<appSettings>
<add key="Licensing.ServerKey.GenerationMode" value="Stable" />
Once added, on the next start up, a new "stable" server key will be generated.

At this point you will need apply a new license text which can be provided by Catch Limited on request. Please provide
youre new server key.

6.11 EC2 Support

If you are using EC2, then by default windows instances will be allocated a new hostname every time they start up.
This is in the form of "ip-XXXXXXX" (where XXXXXX is a hexadecimal number), so even when using the stable server key
generation mode this would require that a new license is entered every time Enterprise Tester starts up.

To remedy this, access the EC2 server via remote desktop, and then:
1. Click start -> EC2ConfigServer Settings
2. When the EC2ConfigServer settings dialog appears, uncheck the "Set Computer Name" checkbox.

Another recommendation is to assign the machine a more meaningful name, as this will be recorded in log files and can
be used to determine which machine they were recorded on (i.e. development or production).

To give the server a more meaningful name:
1. Go to Start-> Control Panel -> System.
Clicking "Change settings"
Give the machine a unique name i.e. "ETPROD-COMPANYNAME".
Click OK, you will be prompted to restart.
Restart

vk wnN
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Once restarted, access Enterprise Tester in a web browser, obtain the server key, request/generate a new valid license,
and apply it.

You should now be able to start/stop the EC2 instance without having to enter a new server key every time.

6.12

6.12.1

Common Installation Issues

Page Not Found Error

Following installation, if you are receiving a page not found error it is likely to be an 11S6 configuration issue.

To check your configuration by following these steps:

1.

2.

3.

Check ASP.Net v4.0 is enabled in IIS.
a.

In Administrative Tools -> Internet Information Services (IIS) Manager, click on the "Web Service
Extensions" node ( on IIS7 and above, these settings can be found under “ISAPI and CGl restrictions”.
Locate the Web Service extension "ASP.Net v4.0" and ensure its status is "Allowed" - if not - click on
the service, then click the "Allow" button. If the ASP.NET v4.0 option is not in the list, you may not
have the .Net Framework 4.0 installed — you can down load it from the Microsoft Website:

http://www.microsoft.com/download/en/details.aspx?id=17851

i. Download/install the .Net Framework.
Once downloaded you will need to enable ASP.Net in IIS (set this article here:
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/11S/9fc367dd
-5830-4ba3-a3c9-f84aa08edffa.mspx?mfr=true)
Restart IIS.
Retry accessing the Enterprise Tester website to see if the issue is resolved.

If the issue still persists, check the Enterprise Tester application extensions are correct

a.

In Administrative Tools -> Internet Information Services (IIS) Manager, expand the Web Sites ->
Default Web Site node.

Locate the "EnterpriseTester" application, right click and select "Properties" On the "Virtual
Directory" tab, near the bottom, click the "Configuration..." button.

In the "Application Configuration" dialog, ensure there are two mappings listed, one for the extension
".aspx" and another for the extension ".rails" - both should be mapped to the executable
"c:\WINDOWS\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dll".

Also ensure there is a wildcard application map set up to the same path
"c:\WINDOWS\Microsoft. NET\Framework\v4.0.30319\aspnet_isapi.dIl"

For both the .rails and wildcard mappings the "Verify that file exists" checkbox must be unchecked.
Restart IIS once the change have been made and attempt to access the application.

Note: If the wildcard mapping is not setup correctly you may find that requests to links such as

http://localhost/EnterpriseTester/

will fail, but a request to a specific page such as the following will work:

http://localhost/EnterpriseTester/authentication/login.rails

Re-register IIS
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In some cases ASP.Net may not be setup correctly and require re-registration, to do so use the aspnet_regiis
tool from the command line.

For details on using this tool see here:

http://msdn.microsoft.com/en-us/library/k6h9cz8h(v=vs.71).aspx

To install ASP.Net again you could open the Command Prompt:

Start ->run ->"cmd"

Then from the command prompt type:

c:\windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i

Which will re-install ASP.Net

6.12.2 Cannot Configure IS Error (-2147221164)

j&‘;’ Enterprise Tester Setup - Iﬁ

Cannot connect to Internet Information Server.
b, (2147221184 )

A common cause of this issue is when Enterprise Tester cannot locate the "Default Website" - the current installer
technology identifies the default website by name, for the installation to complete you may need to rename the site if
it is called something else.

6.12.3 400 Server Errors
If you are receiving an 1S 400 error, this could suggest one of the following:

*In I1S 6.0 - ASP.Net v4.0 is disabled/prohibited under the "Web Service Extensions" folder.

*In IS 7.0/7.5 - That the ISAPI filter for ASP.Net might be disabled, or the handler mappings are incorrect.

* ASP.Net requires re-registering (see here http://msdn.microsoft.com/en-us/library/k6h9cz8h(VS.80).aspx) - this often
just requires running the follow command from the command prompt: "aspnet_regiis -i".

If this is a problem with IIS 7.0 or up (i.e. Windows Vista, Windows 2008, Windows 7 and Windows 2008 r2) - then you
can use Failed request tracing to determine where the request to the Enterprise Tester application is happening.

The enable failed request trace logging:

* Add the "Tracing" role service to the IIS role (via Control Panel -> Programs -> Turn Windows features on or of ->
Roles Web Service (IIS) -> Add Role Service.

* Start 1IS Manager, navigate to Sites -> Default Web Site. On the right hand side "Actions" menu under "Configure"
you will see "Failed Request Tracing...". Click on the link.

* Check the "Enabled" checkbox, and click OK.
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* Locate the "Failed Request Tracing Rules" icon in the centre pane and double click on it.
* In the right hand actions pane choose "Add.."

* Choose to log All content (*) and click Next.

* Choose to log by Status code(s) and Enter "400-600".

* Leave All providers selected, defaults should be to log everything.

* Click Finish.

Once the failed request tracing is enabled, you can then attempt to access the Enterprise Tester application, and
navigate to "C:\inetpub\logs\FailedRegLogFiles" and email the log file(s) to us for analysis.

More details on enabling failed request logging/how it works can be found here:
http://learn.iis.net/page.aspx/266/troubleshooting-failed-requests-using-tracing-in-iis-7/

In some cases, if Enterprise Tester database setup is incorrectly configured, the first request will display a 500 error,
but subsequent requests will display a 400 error. In this case, you need to disable custom errors, at which point the
error message will include details of the problem. To disable customer error messages, you need to edit the
web.config file and locate this section:

<customErrors mode="RemoteOnly">
And replace "RemoteOnly" with "Off"
<customErrors mode="0ff">

Then save the changes, and access Enterprise Tester again in the browser, at this point you should a 500 error page
with details of the problem. Cut/paste the contents of the error message and email it to us, and we can then provide
further assistance with resolving the issue.

6.12.4 POST Install Error due to Security Settings

The PostinstallTasks is a set of tasks that run during installation to update the web.config, It’s there to apply
fixes/changes to the web.config file, and is for customers who are normally upgrading from very old versions of
Enterprise Tester.

The task will attempt to update the web.config file, which on your server will be in C:\Program Files (x86)\Catch
Limited\Enterprise Tester\Web\ - on windows server 2008 r2 and windows 7, Program Files is now a protected folder,
so in some cases, depending on UAC settings, this can cause security exceptions during installation.

The work-around is to launch the installer as an Administrator. To do so:

e  Goto Start -> All Programs -> Accessories, right click on "Command Prompt" and select "Run As Administrator".
You should now see a command prompt window i.e. C:\windows\system32\

e Change to the directory where you have the Enterprise Tester .msi file, so in my case the install file is in
"c:\downloads" so | would type "cd c:\downloads\" (without quotes). The command prompt should now have
changed to the new folder.

e  Run the following command "msiexec -i EnterpriseTester-2.4.1282-Setup.msi", where "EnterpriseTester-2.4.1282-
Setup.msi" is the name of the installation file you have downloaded from the Catch website.

At this point the installer should launch with elevated permissions, and the PostInstallTask should not cause a
security exception during installation.
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6.12.5 Failed to access IIS Metabase error after installing Enterprise Tester

{Z Failed 1o access IS metabase. - Windows Internet Explorer

@\:_4,- e localhast, 2[4 [x

Fle Edt View Favortes Tools Help

3 |,c>v

5 Favoritss | 55 %, Cateh - Confluence - External 3, Cateh - Confluence - Internal i Cateh - CRM - Internal | Catch - Internet & | Catch - Intranet ¥ Catech - JIRA - External ¥ Catch - JIRA - Internal | Catch - icrosoft Outlook ...

(@ Failed to access 115 metabase. M- B - L) & - Page- safety- Took- @

Server Error in '/EnterpriseTester' Application.

Failed to access IIS metabase.

Description: An unhandled exception eccurred during the execution of the current web request. Please the stack trace for more information about the error and where it originated in the code.

Exception Details: System.Véeb.Hosting HostingEnvironmentException: Failed to access IS metabase.

s account used to run ASP.NET must have read access to the IIS metabase (e.q. IIS:/ /servername/W3SVC). For information on modifying metabase permissions, please see
ort.microsoft.com/?kbid=267904.

Source Error:

Zn unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of the exception can

be identified using the exception stack trace below.

Stack Trace:

[HostingEnvironmentException: Failed to access IIS metabase.]
System. Web. Configuration.MetabaseServerConfig.MapPathCaching(String siteID, VirtualPath path) +1076
System. Web. Configuration.MetabaseServerConfig. Systen. Web. Configuration. IConfighapPathz. MapPath(String siteID, VirtualPath vpath) +9
System.Web. Hosting. HostingEnvi ronment. MapPathActual (VirtualPath virtualPath, Boolean permitNull) +301
System. Web. Hosting. HostingEnvirenment. MapPathInternal (VirtualPath virtualPath, Boolean permitWull) +51
System.Web.CachedPathData. GetPhysicalPath(VirtualPath virtualPath) +39
System. Web. CachedPathData. GetConfigPathData(String configPath) +704
System. Web. CachedPathData. GetConfigPathData(String configPath) +583
System.Web. CachedPathData. GetApplicationPathData() +38
System.Web.CachedPathData. GetVirtual PathData(VirtualPath virtualPath, Boolean permitPathsOutsideipp) +8732255
System. Web. Configuration.RuntimeConfig. GetConfig(VirtualPath path) +46
System. Web. Configuration. RuntimeConfig. GetLKGRuntimeConfig(VirtualPath path) +96

Version Information: Micresoft .NET Framework Version:4.0.30219; ASP.NET Version:£.0.20212.1

Done . Local intranet 43 - B0 -

That error suggests that the process account used to run ASP.Net does have read access to the IIS metabase (e.g.
11S://localhost/W3SVC).

Normally, running either of the following from the command line should fix the issue:
C:\WINDOWS\Microsoft.NET\Framework\ v4.0.30319\aspnet_regiis -ga ASPNET

or
C:\WINDOWS\Microsoft.NET\Framework\ v4.0.30319\aspnet_regiis -i

Another possibility is that the error is caused by the virus checkers installed on the machine. Sometimes, virus

checkers can prevent aspnet_regiis from completing successfully. Disabling the virus checker, before attempting to run
the tool may be a workaround.

Other workarounds include:
*Uninstall 11IS/Reinstall 1IS. Then try aspnet_regiis -i again.

* Uninstall the .Net Framework, Uninstall 1IS, Reinstall 11S, Reinstall the .Net Framework.

* Following these steps:

1. Unregister all the versions of ASP.NET with command "C:\WINDOWS\Microsoft.NET\Framework\
v4.0.30319\aspnet_regiis —ua".

2. Delete the ASPNET account from "Local Users and Group — Users".

3. Then register ASP.NET v4.0.30319 with 1IS using "C:\WINDOWS\Microsoft.NET\Framework\
v4.0.30319\aspnet_regiis —i".

4. Give permissions to the ASPNET account using "C:\WINDOWS\Microsoft.NET\Framework\ v4.0.30319\aspnet_regiis
—ga machinename\ASPNET".

5. Reset the IIS and that resolved the issue for ASP.NET v4.0.30319.
"C:\WINDOWS\Microsoft.NET\Framework\v1.1.4322\aspnet_regiis —i".

7. Reset the lIS.
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* Following these steps:

1. Go to lIS Admin

2. Right Click on Default Web Site
3. Go to Operator Tab

4. Add the ASPNET user to the list

Additional references:

http://social.msdn.microsoft.com/forums/en-US/asmxandxml/thread/162f85cf-0621-4bab-b4b8-583a4d5d4aa5/
http://forums.iis.net/t/1148195.aspx?Pagelndex=1

http://forums.asp.net/p/1064973/3425046.aspx
http://professionalaspnet.com/archive/2008/04/18/How-to-Deal-with-the- 2700 Failed-to-Access-IIS-
Metabase 2700 -Error.aspx
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